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cial Media

What risks are there of my child using these apps?  
Whilst	there	are	benefits	to	being	online,	there	are	risks	too	regardless	
of	your	child’s	age.	Risks	include	your	child	viewing	inappropriate	content,	sharing	personal	
informa>on,	cyberbullying	and	grooming.		

Further information  
Is	your	child	too	young	to	use	the	above	apps	but	is	s>ll	asking	you	if	they	can	join	social	media?	
Then	you	could	suggest	an	alterna>ve	op>on.	Internet	MaDers	list	several	apps	that	have	been	
created	for	younger	children,	they	are	grouped	for	ages	6	–	10	and	ages	11	–	13:	hDps://
www.internetmaDers.org/resources/social-media-networks-made-for-kids/			

Net	Aware	provide	further	informa>on	about	the	most	popular	apps,	games	and	social	media	sites:		
hDps://www.net-aware.org.uk/networks/	

Common	Sense	Media	supports	parents	in	deciding	what	is	appropriate	at	what	age:	hDps://
www.commonsensemedia.org/	

https://www.internetmatters.org/resources/social-media-networks-made-for-kids/
https://www.internetmatters.org/resources/social-media-networks-made-for-kids/
https://www.net-aware.org.uk/networks/
https://www.commonsensemedia.org/
https://www.commonsensemedia.org/


When	using	social	media,	like	with	all	forms	of	public	communica>on,	children	will	face	some	risks.	
Not	all	of	these	risks	turn	into	actual	problems;	and	if	children	never	face	any	risks,	they	never	learn	
how	to	deal	with	them.	By	helping	your	child	understand	what	the	risks	are,	you	can	play	a	big	part	
in	preven>ng	them	from	turning	into	problems.		

Practical tips to help minimise the risks your child might face 
It’s	 good	 prac>ce	 for	 apps	 and	websites	 to	 have	 safety	 advice	 and	well-designed	 safety	 features	
which	can	make	a	real	difference	to	how	safe	your	child	will	be	when	using	them.	

Work	through	safety	and	privacy	features	on	the	apps	that	your	child	is	using,	or	might	use.	Make	
sure	they	understand	the	point	of	these	and	how	to	use	them.	Don’t	be	put	off	by	believing	your	
child	knows	more	than	you:	the	tools	are	actually	quite	easy	to	manage.	

• Ask	 them	 to	 show	 you	which	 social	media	 apps	 they	 use	 and	what	 they	 like	 about	 them.	 Talk	
about	how	they	use	them	and	what	makes	them	so	engaging.	

• Explain	 how	 you	 can	 use	 privacy	 seYngs	 to	make	 sure	 only	 approved	 friends	 can	 see	 posts	&	
images.	

• Check	if	any	of	their	apps	have	‘geo-loca>on’	enabled,	sharing	their	loca>on	uninten>onally.	

• Show	them	how	to	report	offensive	comments	or	block	people	who	upset	them.	

• Check	 ‘tagging’	 seYngs	 so	 that	when	 others	 are	 pos>ng	 or	 sharing	 photos	 online,	 your	 child’s	
iden>ty	is	not	revealed.	Also,	get	people‘s	consent	before	sharing	photos.	

• Encourage	your	child	to	come	and	talk	to	you	if	they	see	anything	that	upsets	them.	

Keep talking and stay involved 
In	a	mobile	age,	children	can’t	be	completely	protected,	even	by	the	best	privacy	controls;	another	
child	 may	 use	 different	 seYngs.	 So	 it’s	 important	 to	 keep	 talking	 to	 your	 child	 about	 the	
implica>ons	of	social	media.	GeYng	a	sense	of	what	they	think	is	a	useful	place	to	start;	you	may	be	
surprised	by	how	much	thought	they	may	have	given	to	the	issues.	

• Encourage	your	child	to	think	carefully	about	the	way	they,	and	others	behave	online,	and	how	
they	might	deal	with	difficult	situa>ons.	

• People	may	not	always	be	who	they	say	they	are	online:	how	can	this	create	problems?	

• Why	is	it	unwise	to	meet	anyone	in	the	real	world	that	you’ve	only	ever	met	online?	

• Even	 if	 you	 think	 your	messages	 are	 private,	 remember	 that	words	 and	 images	 can	 always	 be	
captured	and	broadcast.	

• People	 present	 themselves	 differently	 online	 -	 do	 they	 really	 look	 like	 that?	 Are	 they	 always	
having	that	good	a	>me?	

• Be	 aware	 that	 screens,	 and	 especially	 being	 anonymous,	 can	 lead	 people	 to	 say	 things	 they	
wouldn’t	say	to	someone’s	face.	

•	What	does	being	a	good	friend	and	a	likeable	person	online	look	like?	
• There	 can	 be	 pressure	 to	 be	 part	 of	 a	 par>cular	 group	 online	 or	 to	 be	 seen	 to	 be	 following	 a	
certain	set	of	ideas.	How	can	you	take	a	step	back	and	make	your	own	decisions?	

Other useful websites:
•	www.childnet.com/sns		

•	www.internetmaDers.org		

•	www.nspcc.org.uk/onlinesafety		

•	www.parentzone.org.uk		

•	www.thinkyouknow.co.uk/parents		

•	www.askaboutgames.com			

http://www.childnet.com/sns
http://www.internetmatters.org
http://www.nspcc.org.uk/onlinesafety
http://www.parentzone.org.uk
http://www.thinkyouknow.co.uk/parents
http://www.askaboutgames.com


 Video Streaming 
We	know	that	many	families	use	Nealix	and	believe	that	this	useful	poster	from	Na>onal	Online	
Safety	(www.na>onalonlinesafety.com)	will	be	a	useful	read	to	make	you	aware	of	some	important	
points:

http://www.nationalonlinesafety.com


E-Safety	is	an	important	part	of	our	curriculum	as	it	provides	the	ability	to	protect	and	educate	
children	in	their	use	of	technology	as	well	as	having	appropriate	tools	in	place	to	support	any	
incident	where	appropriate.	Follow	these	SMART	guidelines:

BE SMART
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BE SMART

ONLINE

Keep your personal information safe. When chatting or posting 
online don’t give away things like your full name, password or 

home address. Remember personal information can be seen in images and videos you 
share too. Keep them safe to keep yourself safe.

Meeting up with someone you only know online, even a friend 
of a friend, can be dangerous as this person is still a stranger. 

If someone you only know online ever asks you to meet up, for personal information 
or for photos/videos of you then tell an adult straight away and report them together 
on www.thinkuknow.co.uk

Think carefully before you click on or open 
something online (e.g. links, adverts, friend 

requests, photos) as you never know where they may lead to or they may contain viruses. 
Do not accept something if you are unsure of who the person is or what they’ve sent you.

You cannot trust everything you see online as some 
things can be out of date, inaccurate or not entirely 

true. To fi nd reliable information compare at least three different websites, check in books 
and talk to someone about what you have found.

Tell a trusted adult if something or someone ever makes you feel 
upset, worried or confused. This could be if you or someone you 

know is being bullied online. There are lots of people who will be able to help you like 
your teachers, parents, carers or contact Childline – 0800 11 11 or www.childline.org.uk 

Remember to always be smart with a heart by being kind and respectful to others 
online. Make the internet a better place by helping your friends if they are worried or 
upset by anything that happens online.
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